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CCNP 300-715 (SISE) online practice test




Q# 1




There is a need within an organization for a new policy to be created in Cisco ISE. It must validate that a specific antivirus application is not only installed, but running on a machine before it is allowed access to the network. Which posture condition should the administrator configure in order for this policy to work?




A. file
B. registry
C. application
D. service




Q# 2




Which portal is used to customize the settings for a user to log in and download the compliance module?




A. Client Profiling
B. Client Endpoint
C. Client Provisioning
D. Client Guest




Q# 3




A network administrator has just added a front desk receptionist account to the Cisco ISE Guest Service sponsor group. Using the Cisco ISE Guest Sponsor Portal, which guest services can the receptionist provide?




A. Keep track of guest user activities
B. Configure authorization settings for guest users
C. Create and manage guest user accounts
D. Authenticate guest users to Cisco ISE




Q# 4




What are two components of the posture requirement when configuring the Cisco ISE posture? (Choose two)




A. updates
B. remediation actions
C. Client Provisioning portal
D. conditions
E. access policy




Q# 5




An administrator is migrating device administration access to Cisco ISE from the legacy TACACS+ solution that used only privilege 1 and 15 access levels. 




The organization requires more granular controls of the privileges and wants to customize access levels 2-5 to correspond with different roles and access needs. Besides defining a new shell profile in Cisco ISE. what must be done to accomplish this configuration?




A. Enable the privilege levels in Cisco ISE
B. Enable the privilege levels in the IOS devices.
C. Define the command privileges for levels 2-5 in the IOS devices
D. Define the command privileges for levels 2-5 in Cisco ISE




Q# 6




A network administrator is configuring a secondary cisco ISE node from the backup configuration of the primary cisco ISE node to create a high availability pair The Cisco ISE CA certificates and keys must be manually backed up from the primary Cisco ISE and copied into the secondary Cisco ISE Which command must be issued for this to work?




A. copy certificate Ise
B. application configure Ise
C. certificate configure Ise
D. Import certificate Ise




Q# 7




Which Cisco ISE node does not support automatic failover?




A. Inline Posture node
B. Monitoring node
C. Policy Services node
D. Admin node




Q# 8




Which port does cisco ISE use for native supplicant provisioning of a windows computer?




A. TCP/UDP 8905
B. TCP 8443
C. TCP/UDP 8909
D. TCP 443




TCP: 80, 8443 (web or Cisco NAC agent installation) Note TCP port 8443 is enabled by default, configurable, and corresponds to Guest configuration TCP: 8905 (Cisco NAC agent update) TCP: 8909 and UDP: 8909 (web, Cisco NAC Agent, supplicant provisioning wizard installation)




Q# 9




What is a requirement for Feed Service to work?




A. TCP port 3080 must be opened between Cisco ISE and the feed server
B. Cisco ISE has a base license.
C. Cisco ISE has access to an internal server to download feed update
D. Cisco ISE has Internet access to download feed update




Q# 10




A network engineer must enforce access control using special tags, without re-engineering the network design. Which feature should be configured to achieve this in a scalable manner?




A. SGT
B. dACL
C. VLAN
D. RBAC




Q# 11




What is a valid guest portal type?




A. Sponsored-Guest
B. My Devices
C. Sponsor
D. Captive-Guest




Q# 12




What is the purpose of the IP HTTP server command on a switch?




A. It enables the HTTPS server for users for web authentication
B. It enables MAB authentication on the switch
C. It enables the switch to redirect users for web authentication.
D. It enables dot1x authentication on the switch.




Post correct answer




	Q1	Q2	Q3	Q4	Q5	Q6	Q7	Q8	Q9	Q10	Q11	Q12
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