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QUESTION 105

Which statement best describes the relationships between AAA function and TACACS+, RADIUS based on the exhibit shown?

A. TACACS+ – TIS1 and TIS3 RADIUS – TIS2 and TIS4

B. TACACS+ – TIS2 and TIS4 RADIUS – TIS1 and TIS3

C. TACACS+ – TIS1 and TIS4 RADIUS – TIS2 and TIS3

D. TACACS+ – TIS2 and TSS3 RADIUS – TIS1 and TIS4

Correct Answer: B

QUESTION 106

Which two statements are correct regarding a Cisco IP phone’s web access feature? (Choose two.)

A. It is enabled by default.

B. It uses HTTPS.

C. It can provide IP address information about other servers in the network.

D. It requires login credentials, based on the UCM user database.

Correct Answer: AC

QUESTION 107

Which option ensures that data is not modified in transit?

A. Authentication

B. Integrity

C. Authorization

D. Confidentiality

Correct Answer: B

QUESTION 108

What is a static packet-filtering firewall used for ?

A. It analyzes network traffic at the network and transport protocol layers.

B. It validates the fact that a packet is either a connection request or a data packet belonging to a connection.

C. It keeps track of the actual communication process through the use of a state table.

D. It evaluates network packets for valid data at the application layer before allowing connections.

Correct Answer: A

QUESTION 109

Which firewall best practices can help mitigate worm and other automated attacks?

A. Restrict access to firewalls

B. Segment security zones

C. Use logs and alerts

D. Set connection limits

Correct Answer: D QUESTION 110

Which statement best describes the Turbo ACL feature? (Choose all that apply.)

A. The Turbo ACL feature processes ACLs into lookup tables for greater efficiency.

B. The Turbo ACL feature leads to increased latency, because the time it takes to match the packet is variable.

C. The Turbo ACL feature leads to reduced latency, because the time it takes to match the packet is fixed and consistent.

D. Turbo ACLs increase the CPU load by matching the packet to a predetermined list.

Correct Answer: AC QUESTION 111

Which two actions can be configured to allow traffic to traverse an interface when zone-based security is being employed? (Choose two.)

A. Flow

B. Inspect

C. Pass

D. Allow

Correct Answer: BC QUESTION 112

Which three items are Cisco best-practice recommendations for securing a network? (Choose three.)

A. Deploy HIPS software on all end-user workstations.

B. Routinely apply patches to operating systems and applications.

C. Disable unneeded services and ports on hosts.

D. Require strong passwords, and enable password expiration.

Correct Answer: BCD QUESTION 113

Which key method is used to detect and prevent attacks by use of IDS and/or IPS technologies?

A. Signature-based detection

B. Anomaly-based detection

C. Honey pot detection

D. Policy-based detection

Correct Answer: A QUESTION 114

Based on the following items, which two types of interfaces are found on all network-based IPS sensors? (Choose two.)

A. Loopback interface

B. Monitoring interface

C. Command and control interface

D. Management interface Correct Answer: BC

QUESTION 115

With which three tasks does the IPS Policies Wizard help you? (Choose three.)

A. Selecting the interface to which the IPS rule will be applied

B. Selecting the direction of traffic that will be inspected

C. Selecting the inspection policy that will be applied to the interface

D. Selecting the Signature Definition File (SDF) that the router will use

Correct Answer: ABD QUESTION 116

Examine the following options, when editing global IPS settings, which one determines if the IOS-based IPS feature will drop or permit traffic for a particular IPS signature engine while a new signature for that engine is being compiled?

A. Enable Engine Fail Closed

B. Enable Fail Opened

C. Enable Signature Default

D. Enable Default IOS Signature

Correct Answer: A QUESTION 117
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