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QUESTION 1
What are all of the available options for configuring an exception to blocking for referred content?
A. all embedded/referred and all embedded/referred except
B. selected embedded/referred except, all embedded/referred, and selected embedded/referred
C. selected embedded/referred and all embedded/referred except
D. all embedded/referred, selected embedded/referred, and all embedded/referred except
Correct Answer: D
Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_UserGuide_11_7_chapter_01001.html (procedure)


QUESTION 2
DRAG DROP
Drag and drop the Cisco WSA access policy elements from the left into the order in which they are processed on the
right.
Select and Place:



Correct Answer:



QUESTION 3
What is used to configure WSA as an explicit proxy?
A. IP Spoofing from router
B. Network settings from user browser
C. WCCP redirection from firewall
D. Auto redirection using PBR from switch
Correct Answer: B
Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117940-qa-wsa-00.html

QUESTION 4
Which certificate format does a Cisco WSA need when HTTPS proxy is configured?
A. DER
B. CER
C. PEM
D. CRL
Correct Answer: C
Reference: https://community.cisco.com/t5/security-documents/wsa-training-series-how-to-configure-the-https-proxy-on-the/ta-p/3148673

QUESTION 5
What is needed to enable an HTTPS proxy?
A. self-signed server certificate
B. trusted third-party CA signed root certificate
C. self-signed CSR
D. self-signed root certificate
Correct Answer: C
Reference: https://community.cisco.com/t5/web-security/cisco-wsa-https-proxy-certificate-issue/td-p/3019392


QUESTION 6
Which two sources provide data to Cisco Advanced Web Security Reporting to create dashboards? (Choose two.)
A. Cisco WSA devices
B. Cisco ISE
C. Cisco ASAv
D. Cisco Security MARS
E. Cisco Cloud Web Security gateways
Correct Answer: AE
Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/WSA_Advanced_Reporting_6/Advanced_Web_Security_Reporting_6_1.pdf


QUESTION 7
Which behavior is seen while the policy trace tool is used to troubleshoot a Cisco WSA?
A. External DLP policies are evaluated by the tool
B. A real client request is processed and a EUN page is displayed
C. SOCKS policies are evaluated by the tool
D. The web proxy does not record the policy trace test requests in the access log when the tool is in use
Correct Answer: D Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/b_WSA_UserGuide_appendix_011001.html#con_1415277 

QUESTION 8
Which configuration mode does the Cisco WSA use to create an Active Directory realm for Kerberos authentication?
A. Forward
B. Connector
C. Transparent
D. Standard
Correct Answer: D
Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/b_WSA_UserGuide_chapter_01001.html#con_1406137


QUESTION 9
Which response code in the access logs indicates that a transaction was blocked due to policy?
A. TCP_DENIED/407
B. TCP_DENIED/401
C. TCP_DENIED/403
D. TCP_DENIED/307
Correct Answer: A
Reference: https://docuri.com/download/instructions_59a8d562f581719e12ad43fe_pdf


QUESTION 10
DRAG DROP
Drag and drop the access policy options from the left onto the correct descriptions on the right.
Select and Place:



Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/b_WSA_UserGuide_chapter_01101.pdf (10)

QUESTION 11
What is the default action when a new custom category is created and added to an access policy?
A. monitor
B. allow
C. block
D. decrypt
Correct Answer: A
Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_UserGuide_11_7_chapter_01001.html

QUESTION 12
When an access policy is created, what is the default option for the Application Settings?
A. Use Global Policy Applications Settings
B. Define the Applications Custom Setting
C. Set all applications to Block
D. Set all applications to Monitor
Correct Answer: B
Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_UserGuide_11_7_chapter_01111.html

QUESTION 13
Which statement about Cisco Advanced Web Security Reporting integration is true?
A. AWSR uses IP addresses to differentiate Cisco WSA deployments
B. AWSR does not require a license to index data
C. AWSR can remove log files after they are indexed
D. AWSR installation is CLI-based on Windows and Red Hat Linux systems
Correct Answer: D
Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/WSA_Advanced_Reporting_7/Advanced_Web_Security_Reporting_7_0.pdf
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