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Exam A

QUESTION 1

Which of the following are valid authentication options for the Hardware Client? (Choose two)

A. User Authentication

B. Unit Authentication

C. IP Address Authentication

D. Interactive Group Authentication

Correct Answer: AB Section: (none) Explanation

Explanation/Reference:

QUESTION 2

What is the default configuration of the Cisco VPN 3002 public interface?

A. DHCP server is enabled

B. DHCP client is enabled

C. static IP address of 192.168.10.1

D. no configuration

Correct Answer: B Section: (none) Explanation

Explanation/Reference:

QUESTION 3

For network extension RRI, which IP address does the Cisco VPN Concentrator advertise?

A. Cisco VPN Client NIC IP address

B. Cisco VPN 3002 assigned IP address

C. Cisco VPN 3002 public interface IP address

D. Cisco VPN 3002 private interface network address

Correct Answer: D Section: (none) Explanation

Explanation/Reference:

QUESTION 4

When configuring group attributes in the Cisco VPN Concentrator, which three parameters are configurable group attributes? Choose three.

A. access hours

B. idle timeout

C. connection priority

D. maximum connect time

E. access level

F. TACACS+ server IP address

Correct Answer: ABD Section: (none) Explanation

Explanation/Reference:

QUESTION 5

To troubleshoot SCEP enrollment, the administrator should scrutinize what event class in the event log?

A. IKE

B. IPSec

C. SCEP

D. Cert

Correct Answer: D Section: (none) Explanation

Explanation/Reference:

QUESTION 6

For the Cisco VPN Concentrator, what are the two types of certificate enrollment? Choose two.

A. file-based enrollment process

B. SCEP

C. PKCS#15 enrollment process

D. automated enrollment process

E. out-of-band enrollment process

F. certified enrollment process

Correct Answer: AB Section: (none) Explanation

Explanation/Reference:

QUESTION 7

LAB A.

B.

C.

D.

Correct Answer: Section: (none) Explanation

Explanation/Reference:

Answer: Check certifyme eEngine, Download from Member Center

QUESTION 8

Which of the following predefined administrators allows the administrator all rights except SNMP access?

A. User

B. MIS

C. Config

D. ISP

Correct Answer: C Section: (none) Explanation

Explanation/Reference:

QUESTION 9

In the GUI, what happens if you reboot without saving the configuration changes?

A. configuration changes are lost

B. configuration changes remain

C. system does not allow you to reboot without saving

D. system warns you that the configuration changes will be lost, do you still want to proceed

Correct Answer: A Section: (none) Explanation Explanation/Reference:

The Cisco 642-511 training is a vital way of becoming the best.This Cisco 642-511 certification has helped the candidates to enhance their capabilities by providing a great learning platform to them so that they can polish their skills.
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