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QUESTION 36

Which of these strategies can be employed to test training effectiveness? (Choose THREE.)

A. Create a survey for managers, to see if participants practice behaviors presented during training.

B. Provide feedback forms for employees to rate instruction and training material, immediately after training has ended.

C. Include auditors before and after the training. This checks to see if the number of security-related incidents is reduced, because of the training.

D. Give incentives to employees who attend security-awareness training. Perform spot-checks, to see if incentives are displayed.

E. Test employees on security concepts several months after training has ended.

Correct Answer: ACE

QUESTION 37

_________________ is the process of subjects establishing who they are to an access control.

A. Identification

B. Authentication

C. Authorization

D. Validation

E. Biometrics

Correct Answer: A

QUESTION 38

Public servers are typically placed in the _______, to enhance security.

A. Restricted Entry Zone

B. Open Zone

C. Internet Zone

D. Demilitarized Zone

E. Public Entry Zone

Correct Answer: D

QUESTION 39

_______ involves gathering pieces of information and drawing a conclusion, whose sensitivity exceeds any of the individual pieces of information.

A. Inference

B. Social engineering

C. Movement analysis

D. Communication-pattern analysis

E. Aggregation

Correct Answer: E

QUESTION 40

When should procedures be evaluated?

A. When new functional users join an organization

B. On the anniversary of the procedures’ implementation

C. Each time procedures are used

D. Whenever business processes are modified

E. When new exploits and attacks are discovered

Correct Answer: D

QUESTION 41

If e-mail is subject to review by individuals other than the sender and recipient, what should be clearly stated in the organization’s e-mail policy?

A. Technologies and methods used to monitor and enforce the organization’s policies

B. Senior management and business-unit owner responsibilities and delegation options

C. Clear, legally defensible definition of what constitutes a business record

D. Consequences for violation of the organization’s acceptable-use policy

E. No expectation of privacy for e-mail communications, using the organization’s resources

Correct Answer: E

QUESTION 42

Which of the following are common failures that should be addressed in an organization’s Business Continuity Plan (BCP) ? (Choose THREE.)

A. Connectivity failures

B. Accounting failures

C. Hardware failures

D. Utility failures

E. Personal failures

Correct Answer: ACD

QUESTION 43

Which TWO of the following items should be accomplished, when interviewing candidates for a position within an organization?

A. Hire an investigation agency to run background checks.

B. Verify all dates of previous employment.

C. Question candidates, using polygraphs.

D. Contact personal and professional references.

E. Run criminal-background checks.

Correct Answer: BD QUESTION 44

A _______ _______ posture provides many levels of security possibilities, for access control.

A. Layered defensive

B. Multiple offensive

C. Flat defensive

D. Reactive defensive

E. Proactive offensive

Correct Answer: A

QUESTION 45

At ABC Corporation, access to critical information resources, such as database and e-mail servers, is controlled by the information-technology (IT) department. The supervisor in the department grants access to printers where the printer is located. Managers grant and revoke rights to files within their departments’ directories on the file server, but the IT department controls who has access to the directories. Which type of access-management system is in use at ABC Corporation?

A. Centralized access management

B. Role-based access management

C. Hybrid access management

D. Decentralized access management

E. Privileged access management

Correct Answer: C

The actual CheckPoint 156-110 exam questions and answers will sharpen your skills and expand your knowledge to obtain a definite success.save your money and time on your preparation for your CheckPoint 156-110 certification exam. You will find we are a trustful partner if you choose us as your assistance on your CheckPoint 156-110 certification exam. Now we add the latest CheckPoint 156-110 content and to print and share content.
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